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About OSIRand Author

OSIRTOpen Source Internet Research TamB WinForms application written in C# by Joseph

Williams a University Instructor and PhD candidate from Canterbury Christ Church University. OSIRT
is in continuous development, and many of the features integrated into OSIRT have been requested
by law enforcement officials across the UK.

If you wish to make a &ure request, report a bug, send an amendment for this user guide or any
other queries pleaséeel free tocontact me:joseph.williams@canterbury.ac.uk

DownloadingOSIRT

OSIRT does not automatically update, so ensure you obtain the latest version of OSIRT from
http://osirtbrowser.com/.

System Requirements

OSIRT works on both 32 and 64 bit versions of Windows 7, 8, 8.1 and 10 erdomwewill also have
to install two additional pieces of software for OSIRT to work corrédthey are not already
present on the systemrhese are:

1 .NET Framework 4.6.1 (or above)
0 https://www.microsoft.com/engb/download/details.aspx?id=49981
9 Visual C++ Redistributable Packages for Visual Studio 2013.
0 https://www.microsoft.com/enGB/download/detils.aspx?id=40784
0 Press download and seleatredist_x86.exe

IMPORTAN:TYoumustrestart your computer afterthe installation of these programs

Extracting OSIRT

OSIRTand its required libraries, atmundled in a Zip file. This Zip file must be fully extracted before
attemptingto run OSIRT, otherwi€@SIRT cannot run correctly

For this example, the file download from http://osirtbrowser.com/is calledosirtt-example.zip

1 Right click omsirt-example.zip

1 ClickéExtract All.. ¢ and wait for the contents to be fully extracted

1 The folder will now be extracted. For this example, the folder is calgtl - example
1 Double cliclosirt - example

Running OSIRT

Once yothave opened the extracted folderpdble click orOSIRT.exe , or OSIRT if the system
does not have file extension turned on.


mailto:joseph.williams@canterbury.ac.uk
http://osirtbrowser.com/
https://www.microsoft.com/en-gb/download/details.aspx?id=49981
https://www.microsoft.com/en-GB/download/details.aspx?id=40784
http://osirtbrowser.com/

locales
Tor
x64
X286
AxinteropWMPLib.dll
D cef.pak
D cef_100_percent.pak
D cef_200_percent.pak
D cef_sxtensions.pak
CefSharp.BrowserSubprocess.Core.dll
[ CefSharp.BrowserSubprocess.exe
CefSharp.Core.dll
D CefSharp.Corexml
CefSharp.dll
CefSharp.WinForms.dil
D CefSharp.WinForms xml
D CefSharp.ml
d3dcompiler_47.dll
debug.log
[ devtools_resources.pak
[ icudtl.dat
Interop WMPLib.dll
libcef.dil
libeay32.dil
libEGL.dlI
libgee_s_dw2-1.dll
libGLESV2.dll
¥ log.config
mingwm10.dIl
[ L
=
T
Tor.dll
VideoCapture.dil
wkhtmitox.dil

Figurel OSIRT's containing folder

IMPORTAN:Do not run OSIRT.exe outside of this folder. The filgthin this folder are necessary
for OSIRT to function.

h{Lw¢Qa CANBRG [2F)R { ONBSY

When OSIRT first loads, you are presented with three main options (Figure 2)

& osirr - m] X

ol LC

Create New Case Load Case View Case Audit Log

Load an OSIRT case to view its audit log.

Figure2 OSIRT's first load screen



First Load Screen Options

CreateNew Case; Creates a brand new OSIRT case to work on.

Load Case Load an existing an existing OSR case file into OSIRT

View Case AuditLog+ A S¢ | OFaSaQ FdzZRAG €23 o0& 2

Creating a New Case
1. { St SOG4 &/ NBI S fistJoad stréed S¢ FNRY GKS
2. Fill out the case details
a. Allfields must have a text entered. Not filling all the fields out will result in an error.
b. OPTIONALA password may be entered to protect the case.
3. PressiNexg
4. The case will be saved at the location entengd it KS &/ aS [ 201 GA2yé TFASH

Note: The Case Reference field becomes the name of the case container file. For example, a Case
WSTSNBYOS 64K -GIKSS &/ retetStri@dmhfledseldsstfile once the case has
closed.

Note: The Case Referen@ield may only contain letters, numbers, underscores and hyph&hss is
to, largely, conform with Windows file name conventions.

Hash Functions

Hash Function OSIRT provides various hashing algorithms hash artefacts taken or attached
to OSIRT. These algorithms ar®B) SHA1, SHA256, SHA384 and SHA512.
LGQa NBO2YYSYRSR (G2 d&as$S + {11! @INAIFYD




Opened Case
2 KSy | OFasS Ara
Figure 3 is a tree of an extracted OSIRT case (this case has no evidential artefacts).

Figure3 Tree representation of an extracted OSIRT case

IMPORTANTWhen a case is in its epdcted state do not manipulate it outside of OSIRT

Loading an Existing Case
1. { St SO
2. Browse to the location ahe. osrcase file you wish to load.
3. { St SOU & FdniSh¢ existingicise details scre@figure 4)

B oswer

Case Container Details

Case Container Name

|i.osr

Hash [SHA512] 5]
|6691 FZ208E09B4AB26D354320ED43D0B16B81663F 1FA548023EFAAGF432ARTE53EATI0327481238E5D471DAS1 F8¢I|

Last Modfied
[2016-08-17 15:06:55 |

Figure4 Open existing case screen

G[2FR /1 &aSé¢ FNRBRY (GKS FANRG 21

2 edBaftedistdte;its Extraptédsstatd i§ xs@ried of dirdctiories.



The open existing case screen displays:

1 The name of the case being opened
1 The SHA512 hash of the case being opened
1 The date and time stamp the case was last modified according to Windows.

IMPORTAN:TYou cannot double click on the .osr to open it within OSIRT, it has to be loaded via
the Load Case option on the opening screen.

Main Browser

OSIRT has been designed to replicate the look eeldbf a standard web browserigkre 5), but
with additional features for law enforcementhe browseihas multiple tab capabilities, clicking the
aySs GlFoé¢ odzitdzy ySEG G2 G kSichioadsthie defdulShimepdga

I osrr —
ﬁi\j @ Eéﬁ A E - M@J - https://www.google.co.uk/#gfe_rd=crégws_rd=ssl

/ Google

O X
= e =
M= + IO
_O
Gmall Images :3: m

Google

(=

Google Search I'm Feeling Lucky

e A privacy reminder from Google REMIND ME LATER m

Advertising Business About Privacy Terms Settings Use Google.com

Figure5 OSIRT's main browser

Features
=

7N
L Homec Go to the homepage (defaulittp://google.co.ul

Back¢ Go back one page (if can go back)
=

Forward¢ Go forward one page (if can go forward)

“ Full page ScreenshatTakes a screenshot of the entirage

gAftt


http://google.co.uk/

% Video capturec Records the screen

M Attachmentc¢ Add item to the current OSIRT case

-

Audit Logg View the current cases audit log and export report options.

LA
ﬁToolsc Additional tools for the investigator
aadmles,
FOR _
“r Options¢ OSIRT options menu
Installing Flash Plugin
1. Close down OSIRT if opened
2. Visithttps://get.adobe.com/flashplayer/otherversion®n a browser other than OSIRT
3. Step 1:Select youOperating System (this example tesected Windows 10/Windows 8)
a. Note: You mayhave a different Operating System. Check with your system
administrator if unsure.
4. Step 2: SeledtP 23or Opera and Chromium PPAPI
a. FP 23 is theersion;this may be a higher nunelo when you look. Make sure to
selecta version withOpera and Chromiung PPAPI

5. Uncheck thadOptional offerst boxes (unless you want the optional offers
6. PresDownload now.
7. Find the download, and double click on it to install Flash
8. Once the installation has completed, you ntpenOSIRT.
9. If Flash still is@working, restart the PC.
AdObe FlaSh Player I Optional offers l Terms & conditions: I
: Yes, install the free McAfee Security By clicking the "Download now" button, you
Scan Plus utility to check the status of acknowledge that you have read and agree
my PC security. it will not modify to the Adobe Software Licensing Agreement.
existing antivirus program or PC
settings.
Learn more
o) Yes, install True Key™ by Intel Security
Windows 10/ Windows 8 v to say goodbye to the hassle of
passwords.
Step2 Learn more
FP 23 for Opera and Chromium - PPAPI| X
System requirements
Note: Your antivirus software must allow
you to install software
Download now
If your operating system/browser combination is not displayed,
refer to the Archived Flash Player versions page. Total size: 195 MB
Webpagelogging

Any webpage visited is automatically logged with a date and time stamp and placed in the audit log.


https://get.adobe.com/flashplayer/otherversions/

Saving Images from Website

1. Right click on the image to save
2. {StSOG a{IF @S AYIASEuUupFNRY (GKS YSydz GKIG LR LA

Forward

View Page Source
Save image

Open link in new tab

3. Wait for the Image Previewer to displésee Image Previewer section)

OpeningaLink in New Tab
1. Right click on the link to open
2. {StS00G ahLSy tAYy] Ay yS¢ Glo¢

Forward

View Page Source
Save image

Open link in new tab

3. A new tab will load and open the website in the link

Viewingand SavingPage Source Code
1. Right click anywhere on the webpage
2. Selecti +ASg t I 3IS {2dzNDOS
3. Wait for the page source code window to open

£

|¢ :DOCTYPE hrmi><neuml itesscopestr itentype
1wagea/branding/ googled

vewing Source for wemwgooglecouk

A
it <acEapt [function () (windov. google={KEL:
1750672, 1351912, 1351567, 1351728, 1700335, 4028915, 4031108,

065753, 4088654, 4086707, 067171, 4DST1TS, ADET1BS, 4055291, A0GBAT1,
, 1063836, 4059840, 1059859, 4069904, 4070127, 4070138, 4070654, 4071231,

4077219, 4077221, 4077623, 8300272, 8502164, 8503585, ssulsqs 8505150, 5505152,
8505253, 8505585, 8505677, 8505790, 505616, 8506254, 6506541, 10200083, 10201851, 10202024,
10202027, 10202034, suthuser:0, 3 T, urteBes1aE0! , qbpia), kace:  eSe816£0 241}
: sgoogle. gerEI=funceion (a] {
#}a-a. parenchiode; recucn bl |
sgetkisribuie || e,
EEE ) {zetucarhets
window. 10CATi0H. DEOLOCOL) FGO0GLE. 5 on(a,b) (Lrgt
google.ml (ETEor(a), ' 1,b) ) earchicl (1) nij n(new Date).gecTime()):
gogle. log=tuncrion(a.h. . o) (amavogle. logled (b, o, 2, 3) 142(7% s (benew Tnagesver o
ale. le, f=geagle. 1ird[£] = ~funcrion() {delete d[£]}:windov.
googlecsuindou.google. v Teenindon, gooule.vel. lus uindov. google vel, Lu ) /b
13 P : le.13| | lces
{ S\-|-'\C(\(=-gong
4 1m ot

b.cnload=b..

1, tercrayatmei 111, return algoogle.y=( cion(a,b) (google.yla. id] =[a,b
scetucn l) igoogie [omde et 1on (s by o) 1Google -] (141 atkre) , Function () (googie. load arbye) 1]
i

10



Viewing Exif data

Exif (Exchangeable image file format) data may be found in some Jpeg/Jpg images. The information
found in Exiflata (if available) can be useful. For example, the Exif data may contain the date and
time the picture was taken, the location and what camera was used.

1. Right click on an image
2.LFT GKS AYF3IS KFa + WLEkWLIS3I SEGKiggay 2y GKS a-

Back

Forward

View Page Source

View image EXIF data

Save image

3. /tA01 a+xAS¢ AYIFIAS 9-LC RIGIE
4. If the image contains Exif data, a new Window will pocaiptaining the Exif data

W8 Exif Viewer - [m] X
Property Walue ~
GPSLatitude Ref N
GPSLatitude 52,13, 45.34
GPSLongtudeRef w
GPSLongtude 017,174
GPSAtitudeRef a
GPSAtitude 0{01)
GPS5Timestamp 9,51, 14
GPSMapDatum WGS-84
GPSProcessingMsthod | 65, 83,67, 73,73,0,0,0, 78, 69, 84,87, 79,82, 75
GPSDateStamp 2mz
Make HTC
Model HTC Desire 5
¥Resolution T2 (721)
‘YResolution T2(721)
Resolution Unit 2
YCbCrPositioning 1
PhotographicSenstivity | 51
PhotographicSensitivity | 51
ExifViersion 48,50, 50,48 w
£ >
Thumbnail Log exif data

5. ¢2 al @S (GKS 9EAT RIFIGEF G2 GKS FdzRAG f235 LINBA:

Note: Some websites or image processing tools removiedaiawhen images are uploadeat
saved 3 not all Jpegs will have associated Exif datayay onlyhave limited Exif data.

Show Facebook Profile ID

If the Facebook profile being looked at uses a vanity tag, for example,
https://www.facebook.com/joe.bloggs98 K Sy A G Qa LJ2 animeddal@ofilé ®the 6 G Ay { K
following way:

1. Rightclick anywhere on the Facebook profile
2.t NBaa a{K2g ClI OSo0221 tNRBFALS L5¢

11


https://www.facebook.com/joe.bloggs99

who-is. .. Back

arrect advice Forward
| blog post on

View Page Source

Show Facebook profile ID

3. A window willpop-up displaying the profile ID.

Reverse Image Searching
1. Rightclick on any image on the webpage
2. SdectdReverse image search using TirEye

Back
Forward

View Page Source

View image EXIF data

Save image

Copy image location to clipbeard

Reverse image search using TinEye

Open link in new tab

Copy Image Location to Clipboard
1. Right click on any image on the webpage
2. SelectCopy imagéocation to clipboard
3. The image location will now be on the clipboard

Browser Engine
h{LwW¢Qa ONBRGASNIAGASAl / STFLBEKNEBSAIKGI db9¢ ¢ NI LILISNI
CN}YS62N] 06/9CO0Eéd C2NJ AAYLIE AOAGES GKAYl 2F AG A

Taking Screenshots
Full Page Screenshot

-

1. Press theLI icon in the toolbar
2. The toolbar will be disabled (grey outile capturing is in process
3. The page will automatically scroll and take a screenshot
a. Depending upon the size of the page, this can take 30 seconds or so.
b. IMPORTANIDo not touch thewebpage while it is scrolling and capturing.
4. Wait for the screenshot to build.
a. Depending upon the size of the page, this can take 30 seconds or so.
5. Wait for the Image Previewer wisplay (see next section)

Current View Screenshot
This will take a screehst of what you are currently looking at in the Main Browser.

=
1. Press the arrow next to théLl icon

2. Press™ Current View Screenshot

! https://github.com/cefsharp/CefSharp
12



3. Wait for the Image Previewer to display (see next section)

Timed Current View Screenshot

This will take a screenshot of whatu are currently looking at in the Main Browser after a specified
time. This is particularly useful for capturing webpag@reents that only display when thraouse
cursoris hovered over them.

1. Press the arrow next to thégl icon
2. Press—: Current View Timed 8=enshot
3. Enter a time in seconds. A screenshot will be taken after this time.

= Timed Screenshot — O -
Erter the time in seconds.
0 The screenshot will be taleen at the end of this time.
5 =
Cancel QK

4. Wait for the Image Previewer to display (see next section)

Snippets
Snippets allow you to select a portion of the screen as a rectangle.

1. Press the arrow next to thggl icon

2. Press 0 Snippet
3. Click and drag thieft mouse button over what you would like to capture. A red box will be
drawn around the area as you drag.
a. If you do not wish to capture a snippet, press the Esc key.
4. Let go of thdeft mouse button when complete
5. Wait forthe Image Previewer to display (see next section)

Image Previewer

The Image PreviewéFigure 6)displaysvhena screen capture has be¢sken This image is

displayed on the right hand sidend further details about the image on the leite displayedsuch

as the date and time the image was taken, the hash value and the URL where the image was taken.

1. Afilename is provided by default, but you may overwrite thigdfuired
2. Save as either PNG or PDF. The default is PNG.
a. Note: PDF save only works for sher images. If OSIRT cannot save as PDF, it will
revertto savingasPNG.KSNB Aay Qi | g1 & (2 RSGSNX)YAYS
before trying it.
3. Enter a note about the image.
a. Note: A note is required.

13



4. t a to ling tlsdndage in the audit log
5 L¥ GKAa AYIFI3IS A& y2 f2y3ISNI NBIdZANBR (2 6S f 2:

&1 Image Previewer — m} X

Date and Time
2016-08-29 13:05:47

MD5 Hash

32641FB2BABIDE770EOERCACR22B6213

URL

http:/fwww.canterbury.ac ulc/

Note (Required)
An example screenshot

Figure6 Image Previewer showing a full page screenshot

Video Capture

The video capture library uses the H.264 codec, whichpable of recording in 1080p. The default
setting records at 30FPS, but this can be adjusted in the options menu.

Start Capture
1. To start screen recording, preg_E
2. Continue to work on the case as usual

Stop Capture

1. To stop screen recording, pre-_
2. Waitfor the Video Previewer will display (see next section)

Marker Window
To record a particular section of the screen, use the Marker Window option.

1. Press the arrow next to thﬁ icon

2. Press@ Marker Window

3. A new window will now be displayed (Figure 7)

4. Resizd YR L I OS (KA&a yS¢ 6AYyR24 OBIRTSWBNy&e2adQ R f A | S
content within the Marker Window.

5. PressE to start capturing where the Marker Window is placed

14



a. IMPORTANTResizing this Marker Window while recording will not be refleated
the recording.

Home / Study Here / Courses / Undergraduate / Computing, BSc - 2017/18

1 Marker Window - O X

FACT FILE

UCAS code
G400 Computing

Length
3 years full-time

6 years part-time

Starts

September 2017

WHY COMPUTING? —_ g
Entry requirements

This course has been designed to meet the
real needs of the computing industry,
particularly in relation to software
development. For the technical skills we use a
mix of open source and commercial software

A typical offer would be 112 UCAS Tariff
points.

GCSE English and Mathematics at grade
C, or above (or equivalent) is required.
More entry requirement details.

that is heavily used in industry, so skills Our learning resources in
developed on the course can immediately be Computing have a 96% )
il : Location
used in industry. rating.
As a graduate of this course, you can expect to National Student Survey, Ca nterbury
be well-versed with the C#, HTML, JavaScript, 2015
PHP an lan nd have a workin:
and SQL languages and have a working Scieai

knowledge of several others.

Figure7 Marker Window on webpage

Error: The maximum resolution for H.264 video is 1920x1080
LT &2dz NBOSAGS 'y SNNRN Y$Saal3s dkFd NBIR
resize the OSIRT wdow and try capturing again.

15



Video Previewer

The VidedPreviewer (Fgure 8) displays when a video screen capture has been taken. This video is
displayed on the right hand side, and further details about the video on the left are displayed; such
asthe date and time the video was taken and the hash value.

1. Afilename is provided by default, but you may overwrite thisdfuired
2. Enter a note about the video.
a. Note: A note is required.

3. tNBaa a[23¢ G2 t23 dKAa OARS2 Ay G(KS I dR
4. Ifthisvideoisnd 2y 3SNJ NBIjdzANBR (2 08 f2338R3T LINB
B videoPreviewer - [m] X

File Name

Date and Time

2016-08-29 16:25:40

MD5 Hash

1C257A513B6ED39D3842CB5A66B74469

Note (Required)
An example video capture

On 4 —e—

Figure8 Video Previewer

16



Attachments

LT

LASOS 2F SOARSYOS 2Nty FNISTF O

KFra 0SSy

obtained using OSIRT, then the Attachment functionality provides a way to add this item to the case
by hashing, date and time stamping, and logging it to the audit log.

Al

o

Press the M icon
The Attachment window will pepp (Figure 9)
{ St SOG a. NP @ ihSfedo attaghR £ 2 O
File detailssuch as name and size are displayed.
Add a note about this attachment
a. Note: A note is required.
t NSaa a! dalrOK CAtSeg G2 |

I G

a1 OK

KA A&

To attach another file, start from step 3 otherwise close tttachment window.

Attach File to Case — O =
|C:\Users‘-...loe\[)eslctnp\dnwnload.png | Browse ..
File Details
download png
2454 KB
[Ay|  44492D1FCFA37919BA455CECDCCACS.
Mote (Required)
This is an example attachment
Close Attach File

Figure9 Attaching a file to an OSIRT case

AGSY
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Cas
While

e Notes
OSIRT maintains an audit trail of all actions taken, you may wish to keep your own log to

maintain any thought processes throughout the caBee case notes option provides a way to do

this.

Entering a Case Note

1
2.
3.
4

Press the- icon

The Case Notes will pagp (Figure 10)

Enter your note in the bottom white box

t NBaa 9yiSNE 2NJ a!RR b2GS¢ G2 FLIWSYR GKS
a. The note is date and time stamped automatlg.

_ Case Motes

s
==

2016-08-29 171724
An example case note

2016-08-29 17:17:31
Another example case note

Acthird example]

Add Note

FigurelOCase Notes window

Exporting Case Notes

agkrwpbRE

e
Press thelE jcon

Enter a naméor the case notes and select a location where to save them

/| £t A01 ahvYé

The case notes will automatically open when saved.

Saving case notes wallitomatically place this action in the audit log along with a date and
time stamp, and the file hash value.

18

y2i



Audit Log

The Audit Log shows all actions that have been taken when conduction Open Source Research.

1. Pressth icon

2. The Audit Log (Figure 11) vdfpen

e Audit Log

Time
2016-08-20 16:25:06

Action

hitps.//www .google.co.ulk/?gfe_rd=criei=TXadV_afl

File Prev

Audit Log Tabs

- a X

| |Webstes Loaded | [ Seach |

Websites Loaded  Websites Actions  OSIRT Actions  Atachmerts Videos Complete

»

id

print  date

time

action

ur

2016-08-20

16:25:06

Loaded

hitps://www google co uk./?gfe_rd=criei=TXadV_sfDqzSBAfqodbwD

&

2016-08-25

13.05:36

Loaded

hitps://www google.co ul/Pgfe_nd=créei=CiXEV_eSEsPvBAC1LmIB...

2016-08-25

13.05:36

Loaded

hitps://www google co uk./Hgfe_rd=crlgws_rd=ss|

2016-08-29

13:05:41

Loaded

hittp: /A carterbury.ac.uk/

2016-08-29

13:06:59

Loaded

hittp:/Aaww canterbury.ac.uk/study-here//clearing/clearingteam.aspx.

2016-08-29

13:07:24

Loaded

hitps:/Awww google co uk/Zgfe_rd=criei=diXEVEFMMPvEAC1LmIB...

2016-08-29

13:0724

Loaded

hitps://www google co uk/Hafe_rd=crigws_rd=ss|

2016-08-29

13:07:25

Loaded

hitps://www google co uk./?gfe_rd=criei=dyXEVShMcPvBAC1LmIB

2016-08-25

13.07:25

Loaded

hitps:/fwww google.co ul/Hgfe_rd=crdgws_rd=ss|

2016-08-25

16:18:31

Loaded

hittp:/www canterbury.ac.uk,/

2016-08-29

16:18:38

Loaded

hittp:/Aaw canterbury.ac.uk /search/search aspx ?search_keywords=...

2016-08-29

16:18:40

Loaded

hittp: /A carterbury.ac.uk/social-and-applied-sciences/Jaw-criminal ...

2016-08-29

16:18:42

Loaded

hittp:/Aaw canterbury.ac.uk/search/search aspx?search_keywords=...

2016-08-29

16:18:43

Loaded

hittp:/Awww canterbury ac uk /study-here/courses /undergraduate/com

2016-08-29

HEENEEREEEEDE R

17:09:45

Loaded

hittp:/Awww canterbury.ac.uk/

Page 10f 1

Figurell Audit Log

The Audit Log is split into tabs and is paginated (25 records show per page). These tabs are split as

follows:

1 Websites Loaded All websites that have been visited when using OSIRT

1 Websie Actionsg All actions taken on a website. This may be screenshots, downloads,
downloadingpage source code, etc.

1 OSIRT Actions All OSIRT actions, such as when the case was opened and closed, reports

exported, etc.

i Attachmentsg Any attachments to tlsi OSIRT case.

1 Videosc All videos taken within OSIRT
1 Complete¢ A combined log of all actions in chronological order.

Row Details and File Previewer
On the left hand side of the Audit Log window are row details, these are changed wheticalaa

row isselected. If aow contains a file, then the File Previewer wiplay an icon for that file type.
/| tAO01TAY3 2y (KS A02y

gAtt

2LISy GKS FAES Ay GKS

IMPORTAN:TENsure to clos¢he application that has theife opened via the File Previewer.
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Searching
The Audit Log contains search functionality situated on the top right (Figure 12).

| | | Websites Loaded v| | Seach |

Figurel2 Audit Log search functionality

1. Enter a term to search in the textbox

2. Selectwhichtabyog 2 dz2f R £ A1S (2 aSIFNOK® LT &2dz NBI dzi NB

¢l ofSace
3.t NBaa (GKS 9yiGSNI1Se 2N LINBaa GKS a{SI NOKé
4. The Audit Log will now populate with all the records that match the search term (Figure 13).

5. To return back to the regulakudit Log press th
Audit Log this will close the search results.

icon situated in the top left of the

= Audit Log - m} x

(20160820 | [ tables v| | seach |

date time action file: hash
16:25:03 Case Loaded example-case
me

20160820 16:25:03 2016-08-20 16:25:06 Loaded

2016-08-20 16:33:50 Case Closed example-case

Action

URL

File

Hash

[No Hash - Case Created]

Note

~
v
i T

File

Figurel3 Audit Log search for term "20438-20"

Loggable Actions
The following is a list of actions that can be logged in OSIRT. Actions can be logged through direct
userinput, and others are automatically logged by OSIRT.

Screenshot
Scraped
Snippet
Batchsnap
Saved
Attachment
Video

=a =4 =& —a —a —a
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Download
Source
Whois
Report
Loaded
Caseloaded
CaseClosed
CaseNotes

Exif

= =4 —a —a —a —a _a _a 9

Exporting the Report

icon
2. The Audit Log (Figure 11) will open

Press thé icon on the top left
4. The report panel (Figure 14) will replace the Row Details panel

=

w

Report Selection
Loaded ™ Videos
Webpage actions ||

QSIRT actions

Report Options

]
=

Link videos in report

B Cpen report once created
GSCP Stamp:

Mot Protectively Mared

Export Report

Export Location

Export report as HTML

Figureld Report expding options



Report Selection
Ability to omit tables by unchecking the box. If there are no rows within a particular table, then the

checkbox is disabled (Figure 15 shows Attachment checkbox disabled as there are no attachments
added to this case).

Report Selection

Loaded

Videos

Webpage actions |

CSIRT actions

Figure 15 Report Selection options, with Attachments checkbox disabled

Report Options
Report options provide a way to tailor the report (Figure 16).

Report Options

Link images in report

Prirt audit notes

Link videas in report

I Open report once created Merge case notes

Mot Protectively Marked v

Figurel6 Report Options

1 Link images in reporg Provides a hyperlink to any images in the report. If the report is HTML,
then hovering over a link will display a thumbnail of the image.

1 Link videos in report Provides a hyperlink to any videos in the report. If the report is HTML,
then a video wilbe visible in the report.

f Openreportoncecreatedh LISy a (GKS NBLRZ NI Ay

type.

iKS

a

w

e

aisvyaQ

1 Print audit notes¢ Adds the notes associated with an artefact. For example, notes added in the
Image Previewer when taking a senshot.

1 Merge case noteg Adds the case note to the report.

1 GSCP StamyProtectively mark the report with the following stamps

(0]

(0]
(0]
(0]

Not Protectively Marked
Top Secret

Secret

Official

22
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Export Report
1. t NBaa a. NPgaSXxé yR OK22aSerdepottai@lsavdd2z y & KS NS

2. Select the type of report to export, there are three options

@
a. ¢ HTML is the language of the web and this file type can be opened in any web
browser. It provides a richer reporting experience to the recipient.
o
b. EEE ¢ PDF providesasimpiel @ (G2 @ASg
YR AT @2dz R2y Qi ySSR (KS 0S¢

¢ Comma Separated Val¢€SVijile provides a spreadsheet friendly fiethe

Audit LogThe CSV file option only exports the audliy and no artefacts
3. Wait for the report to export, you will receive a confirmation it has reported successfully.

Report Exported >

o Report successfully exported

0K

4. The report will be saved to the location in a folder with the following naep®rt_[case
namd_[date-andtime] 6 A (i K yarO S¢S 0 gAY S BRSOKS -adiAY SIEY R
being the date and the report was exported.

AL
EI

report_sxamp

le-case_2016_

08 30_11_28
36
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Report Folder
The exported folder will contain the report in either HTML or PDF, depending upon what was

A 2 4 oA ~

aSt SOGSRI FyR | Troi$ drSadts fAldef cbnfaRs afl the\eliideitidl &rtéfacts o
obtained viaOSIRT. Figure 17 shows a tree ofrdggort folder exported as an HTML report. Note
that the artefact folder contains sub folders for particular artefact types.

nl
ons.html

Figurel7 A tree view of a HTML exported report

Viewing the Report

1.

2.
3.
4

Open the report containing folder

If PDF reportloubleclick on report.pdf

If HTML reportouble-click on combined.html

¢KS NBLRNI Attt 2LISy Ay thafetypd &
a LT Il ¢ca[z GKSYy OGKIOGQ&A dzadz ffe
b. LT t5C> (KSy GKIF{dQa dzadz ff @&
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Additional Tools

(T

1. Press the icon
2. A menu will popup with additional tools

-

c'oid
L]

(7)) whois?
HEEL What's the IP?

<.L—) Force Cache Refresh

@ About OSIRT

L ‘? ]
a. “— Whol® ¢ Displays a window with Whols information in regards to the domain

you are presently on. (Figure 18)

b. =2 K| ( Qa ¢Digpldys allthk IP addresses associated with this particular
domain.

Z2 1P Addresses - O X

This domain has 16 IP Addresses associted withit. &
£2.25372.158
62.253.72.157
6225372152
6225372153
62.253.72.168
62 253.}2.1 82
6225372177
6225372178
6225372183
62.253.72.187
6225372173
6225372172
62.253.72.167
62 253.}2.1 Ei
62.25372.162
£2.25372.148 &

[/_)'\
C. <'L-) Force Cache RefregtRefreshes the current web page bubages the cache
when doing so.

Whols?

To save Whols information to the audit log, pressL!. icon

= Viewing Whois for wuw.google.co.uk - O X
-
=
0
1 “
2
3
Pt
5
5
g
8
E
10
11
1z atre Parkvay
13
14
15 52083
16
17
18
19 s able to vatch the TegiStrant's name and address against a 3rd party
e on 10-Dec-2012
20
21 Registrar:
22 ackonitor Inc. t/a MarkNoniter Inc. [Tag = MARKHONITOR]
23 URL: hutp://wvw.marknonitor.com
24
25 Relevant dates:
26 Regist oni 14-Feb-1599
27 Expiry date: 14-Feb-z017
28 Last updat 13-Jan-2016
23
an Registration status:
31 til expiry date.
3z
33
34
as
35 .

Figurel8 Whols Information for google.co.uk
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Options Menu

ot
1. To access the options menu, press tre” icon
2. The options menu wippop-up (Figure 19)

3. The options menu is split into three sub menus

a. Browser
b. Video Recording
c. General
. Options - O x

Browser Video Recording  General
Audio
Select the audio source you wish to record

(@ Stereo Mix Microphone
In order to record sound, Stereo Mix must be enabled. Stereo Mix status: Sterso Mix found

Recording
Frames Per Second I FPS
Capture

[ Show mouse trail

[] Show mouss clicks

Close

Figurel9 OSIRT Options menu

Browser Options

Setting Homepage

You are able to set the homepage here. The default homepageigie.co.uk
Video Recording Options

Setting Audio Source
You can set the audio source to record from either a microphone or record what the speaker output

is (Stereo Mix).

Showing CursdWhen Recording
LT &2dz ySSR (2 aK2g (GKS OdzNE2NJ ' YRk 2NJ OdzNA 2 NJ Of A
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General Options
Setting Constabulary or Agency Icon for Report
1. { St SOG &. NPsaSXé
2. Find your icon. Square images make better icons

a. Note: OSIRT witesize your icon to 250px by 250px

3. When OSIRT has resized your icon, it will be displayed.

a. Note: If the image is large, this resizing may take a few seconds.

Exporting Hash on Close
To export a hash to a text file when you close OSIRT, perforfoltbeing:

1. ¢A0] G9ELRNI | &aK 2y [/ t288SKé O6¢KA& A& GA

2. Select a location where to save the hash.

a. Desktop is the default location

Advanced Browser Options

Tor (The Onion Router)
OSIRT contains Tor functionality in order to browse the deep web.

SAREIR A

No

TR
On the OSIRT first load screen, pressﬁg icon on the bottom right

The advanced browser options menu will open (Figure 20)

¢AO1 &/ 2yySOG @Al GKS ¢2N ySiGg2N] ¢

Press the OK button

You may now load or create a new OSIRT case, and you will be connected tw th
network

The address bar in OSIRT will now be purple to signify you are in Tor mode (Figure 21)
To disconnect to the Tor network, close down OSIRT.

124 Advanced Browser Options - O X

These options are for advanced users who have received relevant training.

Tor Network
Connect via the Tor network

Spoof User Agent

Enter a user agent in the box above. You can find a list of user agents by clicking here o affilistion).

Leave blank to use the browser's default user agent.

Cancel oK

Figure20 Advanced browser options to connect to Tor

IMPORTANTYou will oty be connected to the Tor network in OSIRT, not in any other browser.

Note: You will need to check this box every time OSIRT loads and you require Tor.
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i osier —
@ @ u - ﬁ - M - hittp://3g2upldpgbkufcdm.onion/ :

/| DuckDuckGo

e

DuckDuckGo

tilt shift images

Figure21 OSIRT in Tor mode (purple address bar) visiting DuckDRa@k®on address

Spoofing User Agent

Your browser will tell a website about itself when you visit. The user agent typically contains what

2LISNF GAy3 aeadsSYy FyR ¢So

adjust itself to sit your browserand devic®@ C2 NJ SEI YLX S AT &

necessarily want thbe directed to the desktop site & A G Q& KL NR G2

ONRGASN] 282dzQNB dzaAy 3o

2 dZQNB 2V
AR FEITRES

The user agent strintpat is sent to thaveb serverfor the page you are requestinghile runnirg

OSIRT on a Windows 10 machine looks like this:

Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/51.0.2704.103 Safari/537.36

The pertinent bits are Windows NT 10.0 (using Windows 10) and Chrome/51.0.2704.103 (using a

verson of the Chrome browser).

You may wish to fool a websenvgy hiding (better known as spoofing) your user agent. You may

wish to do this to see a different version of the website, or to simply hide yourself.

Howto Spoof Your Usergint

L
1. Onthe OSIRT firbbad screen, press thg:ig icon on the bottom right
2. The advanced browseiptions menu will open (Figure 22
3Ly GKS {L®2F ! aSNI!3Syid o62Ex Syas
default user agent.

NJ |

a. Alinkis provided to a list @iver 5 million possible user agents. Although it is

recommended not to choose a really esoteric one.
4, Ly GKA& SEFYLXSZ L aSkNOKSR F2NJ &
Iceweasel browser on a Debian GNU/Linux machine.

LOS4S!H a
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a. Mozilla/5.0 (X11 ; U; Linux i686 (x86_64); en - GB;
rv:1.9.1.3) Gecko/20091010 Iceweasel/3.5.3 (Debian -353 -
2)
Paste this user agent string into the textbox (Figure 22)
/| £t A01 ahyYe
Load or create an OSIRT case.
You will now be using the spoofed user agent (Figure 23)

© N O

12¥ Advanced Browser Options — O >

These options are for advanced users who have received relevant training.

Tar Metwarl
[] Connect via the Tor network

Spoof User Agent
| ($171; U; Linwe i686 0c86_64); en-GB; nv:1.9.1.3) Gecko /20091010 lceweasel/3.5.3 I:Debian-3.5.3~2]|

Enter a user agent in the box above. You can find a list of user agents by clicking here (no affiliation).

Leave blank to use the browser's default user agent.

Cancel QK

Figue 22 Setting a different user agent

Figure23How my user agent looks to a website

Note: You will need to check this box every time OSIRT loads and you require a spoofed user agent
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